EATIIAB:
yyji yypxAfi, xyha yhjiab3PHHH sa
T0 PHHH HAPHHH EHHfHHH fIAPrA HAHfIHH)KAPrAJI

Y ha3chhh reoorHHH
xyaan”~aH aBax TcjHor

TeXHHKHHH
Earu-3
TeXHHK . ..
N saHaivDIHHH rg— TaBHTjax uiaapfljiara,
Hap TeXHHKHHH Y3YY/13aTYYA
1 HapuilH 6apaa bairna
2. OMH6 aujHraaraa>K GauraaryH, uihhs
3. BaTagjiraaT xyrauaa: 1 6ojich TYYH3CU33iu whjihhh xyranaaxafi Gafina
4. MaHapbiH Y3yy;i3;ix33p33 Pal® Alto Networks PA Series, Cisco Firepower 33p3r
H3pHHH NGFW ToxeepeM/KYYfITaR ayfiuaxYfiu 6aiiHa
5. Cyjix33hhh xaMragjiaji ThiH xexeepeMWYYu Ho High availability (HA) ropHMjt
aacH)UiaHa
6. HHHIYYJI3rM Ho TyxaflH 6YT33rfl3xyYHHftr 6opjiyy.nax aJi6aH ecHbi
YHJiaB3pji3rHHHH 3emeepejiT3H Gaiiiia.
7. YHUtB3pjidrH - Hufuiyy-narH - Yhu3Chhh reojiorHHH AaGa (YTA)
8.  TexeepevoKyya Hb rack mountable tarBapxafi Gaiina
S 9. TyxaflH xexeepeNOKHU aiunraarflax xaMragjiajiToiH JiHeH3YYAHH
% (GlobalProtectGateway, Threat prevention, PANDB URLfiltering, Premium Partner
< Support, WildFire subscription License c.m) xyhhhxsAxyrauaa 1whiji 6aflHa
£ 10.  TeXHHKHHH Y3YYJI3JITYYa
High Availability: Devices supported 2, Max virtual addresses 48
App-1D firewall throughput 16 Gbps
-J Threat prevention throughput 800 Mbps
31 E IPSec VI_DN throughput 1.2 Gbps
a Connections per second 8,300
E Max sessions (IPv4 or IPv6) 130,000
Security rules 1,500
NAT rules 3,000
DosS protection rules 100
R Max security zones 30
§ Max SSL inbound certificates 75
US' SSL certificate cache (forward proxy) 1,000
Max custom categories 2,849
Address Assignment DHCP servers 5, DHCP relays 500
IPSec VPN: Max IKE Peers 1000, Sitetosite 2000
GlobalProtect Client VPN: Max tunnels (SSL, IPSec, and IKE with XAUTH)
1000
GlobalProtect Clientless VPN: Max SSL tunnels 200
Interfaces:
Mgmt - out-of-band 10/100/1000, RJ45/Micro USB console
Mgmt - 10/100/1000 high availability 2
Traffic-10/100/1000 4
Traffic-1Gbps SFP 8

11.  AmHJiJiax xyHtpji: 220-240 VAC, 50/60 Hz
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TeXHHK

I 9 TaBnr\aax ujaapanara,
¢ xaH'a::SEHHH t- TeXHHKHHH Y3YY-n3I1TYYA
1 HapaRH 6apaa GafiHa
2. oMmHo9 auiHrjiaraaw Gafiraaryfi, innns
3. BaTajiraaT xyrauaa: loo.ion TyyH33c jpaiu mennn xyrauaaTafi Gafina
4. wmaHaptiH Y3YYJI3J1T33P33 Cisco 3apar Hapnfin TexeepeNOKyyaTafi flyfiioxyfiu
6afm a
5. wuHiyyjisrm wo ryxafin 6yT3rI3XYYHHHr 6opjiyyjiax, yrcpax, cyypH.iyyaax
aaGaH ecHbi YHBaginiHHHH jomoopo.ri jii Gafina.
6. YRaaBapaarH - HaHayyaarH - 3 ucnnn xaparaarn (YuascuHH TeojionifiH
Aaba) TexcopoM/Kyya Hb rack mountable zars apTafi Gafina
7. TeXHHKHHH yayYaaaTYYa
8 10/100/1000 Ethernet ports: 24
9. Uplink interfaces: 4 SFP
10. Flash memory: 128 MB for LAN Base and IP Lite SKUs, 64 MB
g 11. DRAM: 512 MB for LAN Base and 256 MB for LAN Lite
12. CPU: APMB86392 600 MHz dual core
? 13. Console ports: USB (Type B), Ethernet (RJ-45)
* 9g 14. Storage interface: ~ USB (Type A) for external flash storage
21 15. Network management interface: 10/100 Mbps Ethernet (RJ-45)
3.2 a i 4 16. LAN Base scalability:
= $2 Unicast MAC addresses 16,000
r> ARP Entries 8000
IPv4 unicast direct routes 320
>a IPv4 unicast indirect routes 32
u IPv6 unicast direct routes 256
17. Performance:
Forwarding bandwidth 108 Gbps
Switching bandwidth 216 Gbps
Maximum active VLANSs 1023
VLAN 1Ds available 4096
Maximum Transmission Unit (MTU)-L3 packet 9198 bytes
Jumbo frame - Ethernet frame 9216 bytes

18. Forwarding performance:
64-byte Layer 3 packets  104.2 Mpps

19. Power: 220-240 VAC, 50/60 Hz 250W
20. Power supply: 2 (redundant power supply)
21. Power cord: 2 (250 VAC 13A, C14-C15 connectors)

22. SFP and SFP+transceiver 4 (4x 2 single-mode fiber cable)
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Jfe xaHraivoKHHH
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|§ TaBHraax maaptwara,
TexHHKHHH Y3YY-TCIITYYL

Hspnim 6apaa 6ai\na
©mho aiiiHr.nar;ja>K SaHraaryii, ujhhs
BaTajiraaT xyrauaa: 16ojioh tyyhssc asam /khthhh XyianaaraH Gafina

ManapbiH  y3YYj13)1T33P33  Schneider Electric Easy UPS 33psr  hsphhh
t0xoopomkyy™ 3 h ayhu3xyhu 6afiHa
5. HHHJiYYJism lib TyxaiiH 6YT33rfI3XYYHHHr 60pjiyyjiax, yrcpax, cyypaayy”ax
ajieaH ecHbi YHJifIBspjisrHHHH 3emoopojiT3ii 6a0Ha.
6. HHHIIYYJiarM Hb TyxaiiH 6YT33ra3XYYHHH YHIT4B3pji3rHHHr TejieejieH
3acBap YHIIHHIIr33r xiimvk ryttiUTrex 3px 6yxhh Safina
7. YfimiB3pjT3rH - HhhjiyY23l4 - Duchhh xspsnrarH (Y Wdchhh reojiorHHH
Aji6a)
Texeepo.M/K Ho cepBepYYMHH TacpajiTryfi xsbhhh awnruiaraar xaHraHa.
Hapji3C3H na.ia.i (KW/KVA): I0KW/IOKVA
10. OpojiThiH /uiyjiyyTrarH/:
XyHf3Ji (V): 380/400/415 V (Three-phase + Neutral)
OpojiThiH xyHaajiHHH xmraap: 304V - 477V
flaBTaMIK (Hz): 45-65 Hz
THD (rapMOHHKHHH rawyyaaji):  <3%
11. TapajiTbiH /HHBepTop/:
TapajiThiH xyHaBJi: 400V 3-phase
4aBTaMW (Hz): 50-60 Hz
Overload: 110% for 60 min. 125% for 10 min.
150% for 1 minute.
> 150% for less than 200 milliseconds
THD (rapMOHHKHIiH raaryyaaji): <3% at 100% linear load.
1 <5.5% at 100% non-linear load.
Power Factor: 10
Efficiency in normal operation at 100% load: 94.9%
Audible noise at full load: <60dBA
Bypass: Built-in Maintenance Bypass
12. CraHflapT: Safety: IEC 62040-1: 2008-06, EN 62040-1: 2013-01
EMC/EMI/FR1: IEC 62040-2: 2005-10, Performance:
IEC 62040-3: 2011-03 Environment: IEC 62040-4: 2013-04
13, UPS A3MWHH aarujijiax Tonojiorn:  double conversion on-line topology
with power factor corrected inputs.
14. fi3VBKmMK awHjmax yaupfljiarbin ropiiM: Normal mode, Battery mode,
Frequency converter mode, Static bypass mode, ECO mode,
Maintenance bypass mode, Auto-restart mode
15. XnHajiThiH nopT:  RS232, RS485. USB. dry contact signaling Sojioh SNMP
card
16. XnHajiThiH fl3jir3u: Ojioh djjynku. ByxHii LCD aojirouToii Safix
17. Remote UPS monitoring: YiumBspjisrHHHH yy"3*.(cloud) chctem pyy TyxaiiH
UPS - Hiir web browser scbsji rap yTacHbi aruiHkemn aunirjiaH 3aiiHaac
xaHaJiT xnifasr Gaiix, 5 xypTJisx TexeepeMxcHHH 3 hchjihhh subscription
JIHUeH3HHH  X3MT HPYYHBX
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18. Battery: External battery system asmjkhh awHJinax
19. EXTERNAL BATTERY: 64 (12V, 65AH) xon6ox KatejiHHH
xaMT

20. EXTERNAL BATTERY CABINET: 2 (1 xa6HHfl 32 uinpxsr 6aTapeR
cyypHnarflaHa)
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TaBHraax maapanara,
TeXHHKHHH y3YY-n3J1TYY'll

HapaiiH Oapaa Gafina

OMH9 aixiHrjiaraa/K Gafiraaryfi, iiihh3

EaTajiraaT xyrauaa: 1 Gojioh TyyH33C A3BiU XkhjihRn xyrauaaTafi GafiHa
MaHaptin  y3yya3JiT33p33 Schneider Electric 33par H3pnfiH xeprejiTHfiH
TexeepeM)KYYaT3H ayfluaxynu Sail Ha

H hhjiyyjispi Hb TyxafiH 6YT33rA3XYYHHr 60pjiyyjiax, yrcpax, cyypn.iyy.iax
aaGan ecHbi YHJiHB3pji3rHHHH 3omoopo.iT3M Safina.

HHHjiyyjisrM Hb TyxafiH 6yT33ra3XYYHHH YHJiflBapjiarHHiir TejieejieH
3acBap YHJiHHjiraar xhhjk ryHioTrax apx SyxHH GaftHa

Yfiji.gB3p.n3rH - FInfigyygsrH - 3 uchhh xspsnrarn (Y ha3Chhh FeoaoraftH
An6a) TexeepeM/K Ho cepBepnfiH epeeHg 6aHpjiaHa

TeXHHKHHH Y3YYJ3ILTYY3:
Unit power supply:  400/3ph/50Hz
Refrigerant: R410A
Fan(s): E.C. - Backward curved centrifugal motor fans
Power supply: 30/Iph/50Hz

AacHJiJiax Hexueji:
Dry bulb temperature 24.0 °C
Relative humidity 50%
Wet bulb temperature 17.1 °C
Altitude as.l. om
External static pressure 20 Pa
Outside air temperature 35.0 °C
Xyhhh uaja.i
Compressor(s) ON
Total cooling capacity 9.4 kW
Sensible cooling capacity 9.0 kW
Net total cooling capacity 8.9 kw
Net sensible cooling capacity 8.6 KW
SHR 96.0 %
EER (total cooling capacity/total system power consumpt.) 2.9 KW/kW
COP (Compressor Coefficient of Performance) 3.5 kW/kW

Room unit air flow rate 3000 mvh

Room unit air flow rate 0.8 mVs

Discharge air temperature off unit 153 °C

Discharge air relative humidity off unit 84 %

Room unit absorbed power 3.1 kw

Compressor absorbed power 2.7 kW

Compressor absorbed current 51 A

Number of fans 2

Fan(s) absorbed power 0.5 kw

Fan(s) electr. abs. 25 A

Fan(s) speed regulation 67 %

Max external static pressure 205.0 Pa

Sound pressure level at 2 m in free field (bottom air suction) 60.9
dB(A)

Sound pressure level at 2 m in free field (front air suction) 62.9 dB(A)
Condenser absorbed power 0.1 kW

Condenser absorbed current 05A

Condenser air flow rate 3299 m3h
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10.

11.

12.

13.

14.

15.
16.

17.

18.

TeXHHKHHH TOfIOpXOHJIOJIT

TaBHraax uiaapiuiara,
TeXHHKHHH Y3YYJI3ITYY?

HapHHH 6apaa 6afiHa
O0MHE6 aiiMraarziaxc 6afiraarYfi, ujhh3
BaTajiraaT xyrauaa: 1 Sojich tyyhssc "33111 jkhjihRn xyrauaaTafi 6afiHa
Manapbiii  Y3Y¥n3nT33P33 Cisco, Trendnet 33par H3pnRn TexeepeM>KYYAT3H
nyHusxYRu 6aiiHa
HHVIYYJiarM Hb TyxaiiH 6YT33fI3XYYHHfir 60pjiyyjiax, yrcpax, cyypnjiyyjiax
ali6aH ecHoi YHJiAB3pji3rHHHH 3euieope;iT3H Saiiiia.
YHImBspjistH - Hhhbyy”™ ph - 3 uchhh xaparasrn (Y hjpchhHreonorHHH
A;i6a)
TexeepeivoKYY-3 Ho rackmountable 3arBapTafi 6afiHa
Device Interface

e 10/100/1000 Ethernet ports: 24

e Uplink interfaces: 4 x shared Gigabit ports (RJ-

45/SFP)
Performance
e Switch fabric: 56 Gbps
*  RAM buffer: 512KB
»  MAC Address Table: 8K entries
e Jumbo Frames: 10KB

»  FIOL Blocking Prevention
e Forwarding rate: 41,7Mpps (64-byte packet size)
Data Transfer Rate

e Ethernet: 10Mbps (half duplex), 20Mbps (full duplex)
¢ Fast Ethernet: 100Mbps (half duplex), 200Mbps (full duplex)
¢ Gigabit Ethernet: 2000Mbps (full duplex)

Spanning Tree
» IEEE 802.1D STP (Spanning Tree protocol),|IEEE 802.lw RSTP
(Rapid Spanning Tree protocol), IEEE 802.1s MSTP (Multiple
Spanning Tree protocol)
Link Aggregation  Static Link Aggregation, 802.3ad Dynamic LACP
VLAN
e Multiple management VLAN assignment, Asymmetric VLAN,
802.1Q Tagged VLAN, Dynamic GVRP, Up to 256 VVLAN groups, ID
Range 1-4094,Private VLAN (Protected Ports), VVoice VLAN (10
user defined OUIs)
Multicast
» IGMP Snooping vl, v2, v3 (per VLAN), Static Multicast Address, Up
to 256 multicast entries
Port Mirror RX, TX, or Both, One to one
ACL IPv4 L2-L4 & IPv6
MAC Address. VLAN ID, Ether Type (IPv4 only), IP Protocol 0-255.
TCP/UDP Port 1-65535. 802.1 p. DSCP (IPv4 only), IPv6 Address
(IPv6 only)
Optional Software Utility: Windows® 10, 7, XP, Windows® 2003/2008
Server
Power: 220-240 VAC, 50/60 Hz 250W
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10.

11.

12.

13.

TeXHHKHHH TOfIOpXOHJIOJIT

TaBHrxiax maapfljiara,
TeXHHKHH Y3YYJRITYYA

HapnHH BYT3AXYYHsarHa.

CyVYdih Kh xyBHJiSap OaRHa.

YRIJBSanrH Hb Gop.iyy.narHHj TyxaRn 6yT33ra3XYYHHRr 6op.iyy/iaxbir a:i6an ecoop
3eBUJeepceH 6arRHa. (Y hjc3n YRji,HB3p;i3rH33c HpyyjicaH hotjiox 6apnMT)

BopjiyyjiarH - 3 hchHh X 3parasrn

nporpaMyyjbiH jiHueH3 shchRh xapannarn Sojiox Yh/dchhR reo/ioraRH AnOa-biH Hap
aaap OYpxrarjcaH 6aRHa.

A.nSaH ecHbi cepTH(J)HKaTTaR MaprsxcHjrraH Tafi 6aRx. (CepTHcjjHKaT xyyaSap HByyaax)

Hap TOO
Windows Server Standard CORE 2019 2 license cepgep yhjwihRh
cHcTemTar JYFiUSXYHJ nporpambin xaHraMwWHRH nHueHs (OLP Gov 10

LevelA CoreLic KMS; MAK key)

Windows Server Device CAL 2019 riporpamTafi ayK"XYHit
nporpambit jiHiieHs (OLP ILicense Gov LevelA DvcCAL)

Windows 10 Professional yRiw ihRh chctemt3R ayRuaxyRu
nporpaMbiH jiHueH3 (OLP ILicense KMS, MAK key)

VMWare vCenter Server Standart for vSphere yrjw in Rh CHCTeMTaR

10
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ayfinaxyRu nporpaMbiH cyyhhhh xyBH.iOapraopHy.ican jiHueH3
VMware vSphere Enterprise plus yRtuuimRh chctemtoR ayRuaxyRu
nporpaMbiH cyyhhRh xyBHJi6apbm 1 npouecopT 3opny.ncaH jiHueH3
VMware Workstation nporpaM TaR ayRuaxYRu nporpaMbiH cyY-bhRh
XyBHn6apT 3opnyjicaH jiHueH3

Kaspersky Endpoint Security for Business - Select nporpamTar
JYHLPxyRu nporpaMbiH 1whjihRh JHueH3
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