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1.3opunro Llaxum xangnaraac xamraanax nuuUeH3 LWMH33P XyaaniaH aBy TOHOINOCOHOOP
M3/133NNWiAH aloynryi 6aifnbiH X3BuitH HailABapTai axunnaraar xaHraxag 3opuynaraaHa.

2.bypasn
e Xananaraac xamraanax nuueHs — 1
e JlnyeHsyyauiAH TEXHUKWUIAH y3yynanT, 6apumT Guunr
e [apbiH aBnarbiH XamT

3.TexHMKUiAH y3yynanTt

» Xangnaraac xamraanax nuuexs Unified Security Platform Full solution - Hybrid On
Premise - 3 »xunuiiH nuueH3Tan Haiix

e System assemble based on Premise.

* Kubemetes based Native WAF 3.0 system with 3-year support.

e Layer 7 Ddos mitigation system with 3-year support

¢ Load Balancer system with 3-year support.

¢ Unified Security Platform installation shall be supportable on Kubernetes architect
system.

» Should be automatically integrates with a containerized approach to scale security
natively and elastically.

= Secures your website against hacking.

e Protecting your Brand against Breaches.

* Machine learning that detects and blocks threats while minimizing false positives.

» Advanced Bot Mitigation effectively protect web assets without imposing friction on
legitimate users.

* Dynamic profiing learns protected applications and user behaviour, thus
automatically applying a positive security model.

e Flexible deployment to support hybrid environments (on-premises and cloud).

* Updates web defences with research-driven intelligence on current threats.

* Visual analytics tools for advanced threat insights.

» Fully PCI compliant simplified event investigation with Attack Analytics.

» Correlates security violations to detect sophisticated, multi-stage attacks.

e Automated Virtual Patching.

e » Parfarme eaamlece miaratinn nf wnrklnade fram rlniid +a An nremica ar viea varea



» Secures applications proactively by end customers, by applying False positive
manually.

High performance, transparent, drop-in deployment .
Defending your web apps against sophisticated denial of service attacks.
Support able below systems assembled in platform.
Kubernetes WAF

Public Cloud WAF

WAF as a Service

Layer 7 DDoS Protection

API Security

OWASP TOP 10 Protection

Bot Protection

Runtime Application Security

Al Firewall

Virtual Patching

Supported Features

OWASP top 10

SANS top 25

Free ssl certificate

Zero day vulnerability protection

IP reputations and blacklist and whitelist
Geo-location based blacklist and whitelist
URL whitelisting and blacklisting

Rate limiting

Advanced- ip based rate limiting

Inbuilt vulnerability scanner

Virtual patching based on vuln scans

Bot Mitigation

Layer 7 ddos protection

Behavioural rules

Self-learning rule engine

Custom rules

Machine fingerprinting

Automated report generations from Dashboard
Near Zero False positives

Hotlinking protection

ML & Al based threat insights

Secure cdn

Application profiling

Automatic static caching

Centralized Management

Multi-tenant dashboard

SIEM integrations

Managed services

Role Based Access Control

24/7 support

Deployments

Hybrid Cloud

Multi-cloud deployment

On-premise deployment

Native kubernetes WAF(On-prem)
Redirection of Brute Force Traffic

Virtual Platform Independent of the Hardware
Caching Compression & SSL Acceleration

e @ & & & @& @& o @ ® 0 & 0

e & & & © & & & @& ° & @ & O 0 & ° & 0 & O O @ & & ® & ° ® & O O 0 @ O @ 0 @




ATO and Credential Stuffing

Resize of WAF, Horizontally and Vertically
JIT Blacklisting/Whitelisting of IPs

JIT custom rules propagation

Supports 24/7 Blocking Mode

RBAC Controls

Fully Customizable/ Unlimited Integrations
Browser Fingerprinting/UEBA

Threat Intels Independent

Customizable False Positives

Al DDoS Protection

Anti Automation Protection

Rolling Updates

Failover Protection

Auto Scaling

Security Assessment

Server Health Check

Auto OWASP / SANS Rules Configuration
Auto Configuration/ Auto Tuning

Dynamic Virtual Patching

e Advance API Protection
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4. YaHapbiH wanryyp:

e baranraar xyrauaa 3 »wun 6a TyyHa3ac 4331l Gaiix.

e JluueHns e YCYT Hap asap Gaiix.

e [laap aypaaracaH NUUEH3YYAWAT HUANYYNaX, TOXMPYYNax a)aiblH ABLAZ Lar YeuiH
Baiianaac wanTraancad HIM3NT TOHOT TOXEBPEMX Cyypunyynax 6onoH bycap
HIM3INT aXKWIT rapcaH TOXMONAONA, IYWLIITTary KOMMaHu eepuitH 3apanaap TyxaitH
axnbir BypaH ryiiuag xuibk ryuaTrauna.

e LUanrapcaH Galiryynnara Hb TEXHUKWIIH TOAOPXONNONTBIH Aaryy 6ary nuueHsyyauiir
WKHI3P XyAanjaH aBy Cypunyynant, TOXUpyynra, Xuik ryiuarrax.

e OnoH ynceiH ceptudpukatTai anban écHbl 6opnyynaryaac asax.

e JlnueHsniH xyrauaa, TeXHUKUAH Y3YYNanTYyanAr xagcaprax

®oTo 3ypar:

IProphaze

The New i’hase of Security

5.bycan:
Huiinyyncan ax axyii H3NK Hb TEXHUKWIAH y3yynanT, 6atanraaHbi Xyyachir XaBcaprax.

XAHACAH:

WHXXEHEPUWH BOANOIbIH X3NTCUA

OAPTA H.OOXYY
WHXEHEPWUAH BOANOINbIH X3NTCH BTOMATUKNAH
WHXXEHEP HK.BATXAPTAN

M3O33UNH TEXHONOMU, ABTOMATXKYYNANTHIH HANKWIAH

MEHEXEP /MJW' B.AMIANIAH

BONOBCPYYJICAH:

M3A33TUMAH TEXHONOM MU, ABTOMATXYYNA[ITbIH H3NKUWAH CEPBEPWIAH

CIACTCAM YADIAVIICAL ALNYTLIED /f’ % 9; 1 ADIAVUIENNN




