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TOc"fiH Hap xy["H tiaziaJI Hillstone NGFW A2600 Subschption
Balpmun OIoyHtrd ounHfiH ra3ap
xopell"riH aHrHT[an IIpoxpaM xaHraMng TexHIIK xaHraMXHfiH

mHH3VI3JI

3opunro:
JIJqueH3T3fi flpoxpaM Texcop®veK annI-JlacHaap M3peojlrlHin aloyTl rvfi 6afiHar xanraquaHa

Eyprm:
BariryyTlilarl,IH   cepBapHfiH   epeeHq  2   mHpx9r  TexoepoMXHfir  T"ueH3HfiH   xaMTaap   eyyprmlyyTlx,
TOXHpyyJ]ax.
Hillstone NGFW A26cO Subscription qyfiu9xvfiLL 3 xll7"ffiH J"I|eH3f[fiH xaMT
ZTNA license for 25 concurrent users
TexffHqujiH uaapqj]ara Y3YYJDJIT
ran xana T®xoap®Mx 2 mxpx3r
Firewall Throughput 5 Gbps 6a TyyH30c ;|38111
NGFW Throughput 2. 5 Gbps 6a TvyH33c xp3m
Threat Protection Throuch put 2 Gbps 6a TyvH99c peom
Maximum Concurrent Sessions 1.85 Million 6a TyyH33c zp3m
New Sessions/s 120,coo 6a Tyyroac jp3m
lps Thoughput 3 Gbps 6a TvvH99c qg9m
AV Throughput 3 .4 Gbps 6a TyyH39c roam
IPsec VPN Throughput 3 Gbps 6a TyyHB3c qsom
Virtual Systems (Default/Max) 1/5
SSL VPN Users (Default/Mar) 8/2,000
IPsec Tunnel Number 6,OcO
Firewall Poliey Number 12,000
Management Ports 1  x Console Port

2 x US83.0 Ports
1 x MGT Port qu45)

Fixed I/0 Ports 8 x GE (including I  bypass pairs)
Local Storage 8GB
Expansion Storage Options 480GB / 960GB / 1.92TB SSD
Power Specification 50W, Single AC (default), Dual AC (optional)
Power Supply Ac loo-24o v 5o/6o rk
Form Factor REkmount, 1 U
Working Ten perature 32-104°F (o4ooc)
Relative Humidity 10-95%non-condensing
High Availability Active / Active or Active / Passive
JIHueH3H ffH II]aapq.I al-a Y3YYJ13JIT
BaranT`aar xy raLce 3 K117I froxoopeMx rye 6ypT/
TexHHKHfiH rycjrajlqaa jpMrm3r 3 xll7I /TexcopeMH Tyc 6vpT/
AIaintenamce & Supportr
Intmsion Prevention System APS/ 3 xrml /Texcopermlc rye 6ypr/
Antivirus /AV/ 3 xllil /Texcopoverc ryc 6yp'I/
URL filtering ruRL/ 3 xfm /TexoopeMFT Tyc 6ypT/
Quality of service /QOS/ 3 3Icll7I /T®xeepeMx Tv c 6vpT/
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Zero Trust Network Access                    25 x3peT`jlor"tiH ]IHI|eH3 /TexeopeMX Tyc 6vpT/
tryl]KIIHfiH manpquara
Z|ziHaMHK (OSPF, BGP, RIPv2) 3aM`ITian permczpT` 6arix
CTarJIK 6oi]oH qvprH#H 3aLMqjlar j|3Mxror 6affix
Anll7"KetimH-a sopny7ican 3aMtuia7i ZPM?aczpr 6afix
DHCP, NTP /pMxpr 6a#x
DNS Server 6o]IOH DNS proxy A3M)Kzi3r 6ain
loopback, VLANS (802.1 Q 6o]IOH Trunking) r`opHM;I arcllmaar 6afix
L2/L3 TyBmHHfi cBHTtl 6oTroH 3aMtljia7I xnfror 6ainc
Multicast (PIM-SSM) z|?M7Kzpr 6ainc
NAT/route, transparent (bridge), 6ojloH mixed rop"H arfiqu|ar 6ainc
AfeyJTfT# 6afiquHfl qypMJlfir zrypb[H 6a#q7Iaap 3apjlaDK f®ITr9x 6oj[oM~fi 6afix
AroyjlryH 6ainblH qypMHrir anll, role, 6oj]oH ra3ap 3yfiH 6afipmllJI H95p ryJlryypJlaH
amrmax 6oTlouelcrofi 6afix
MSRCP, PPTP, RAS, RSH, SIP, FTP, TFTP, HTTP, dcerpc, dns-top, drs-udp, H.245 0,
H.245 I, H.323 33p3I-ALG (Application Layer Gateway) peM2rcq3r 6aHx
NAT46, NAT64, NAT444, SNAT, DNAT, PAT, Full Cone NAT, STUN 39p3r T®pun#H
NAT IPMxpr 6afix
Aroyj]ryH 6am7IE.in qypMHfiH yq]4pqrlara HI> x3p3rT13x84 xHj]6ap 6afix
AroyTlrvri 6aEL7iE,in qypMHriH yxaa]Iar rycTiaxTal 6ainc
Aloyilrvfa 6ainblH qypMHfir aHaml3 xHfiror 6afix
AleyJiryfi 6afiz])iE" qypMtlfir uarllffiH xyBaapriH qaryy ToxHpyy]Iax 6oTloMRTofi 6afix
AIoyTiryti 6afiz]7itIH nypMHril` "nopT 3KcnopT xHfac 6onou2Irroti 6ainL
IPS dyyrm]] 43Mxz]pr 6ainr
IPv4 6orloH IPv6 Dos proteetion xHfizi9r 6afix
TCP Syn flood, TCP/ UDP/SCTP port scan, ICMP sweep, TCP/UDP/ SCIPACMP session
flooding (source/destination)-03c xaMraa7iarrl. xHfror 6afix
raprHH aHTliBxpy c aiunl`Tiapal` 6ainc
raptquH aH"BupycHH can Hb 6afiHra mHti3ueT`uer 6ainc (IIhaH9 TepunfiH Bxpyc xoprof
Koqooc caprllfiT13x carmfi 6afix)
rapul,IH aHTIIBHpyc Hb HTTP, SMTP, POP3, IMAP, FTP/SFTP, SMB 33per npoTOKonyyH
z|B3p mHH33ral7II'39 xHfiqpr 6arix
IIIaxcaH dyafu (Compressed file) xp3p BHpyc mamrapar 6atix
X9BH#H 6yc xaquaiITaac cap"fiilrer 6afix
FLood attack xaMraa7Ia7IT Hb, ICMP flood, UDP flood, DNS query flood, recursive DNS
query flood, DNS reply flood, SYN flood ;pop xaMraarla7rr xHfror 6ainc
ARP spoofing 6ojloH ND spoofing xaMraa7IanITafi 6afix
Dos/DDoS xaMraarlaTIT Hb ping of death attack, teardrop attack, IP fraginent, IP option,
Smurf or Fragile attack, Land attack, large ICMP packet, WinNuke attack 33p3r xaxp;Iaraac
cop"inH9r 6aife
836 cafroap Hb rolrrellT 6Trotc xHfix 6oTlounlrlut 6afix
896 cafroap Hb KormeHTHfir 3eBmo©pox 6oTloMRTofi 6ainc
SSL xaMraanajrlTafi ypcrarblr xHHax 6ojloM.RT`ofi 6afix
SSL xaMraa+rall'ITafi ypcrarl H33p Ips anlHri]ax 6orloM)Errofi 6a#x
SSL xaMraa7Iairrraffi ypcraTI H93p aH"-Bxpyc alllHrTlax 6o]IOMrmofi 6arix
SSL xanraa7IarrFTari ypcra7i zL03p 836 6TloK amH"ax 6oriounlcrori 6afix
TLS v I .2, TLS v I .3 roNIzpr 6afax
3LicHtiH TexoopormcHfiH IP-r raErmi craryc M3zp3Tuunffir aBax 6oTloMrmofi 6ainc
TexcoponeKHfrH arHjlranbl jlor aBax 6ouoro[rrofi 6aifec
cy]Iro3HHri xaHrmTblH TIor aBax 6OTIOM3icroffi 6atix
ToxllprooHH jlor aBax 6ouoM.Irrofa 6afix
IP qsop yHu3cox blacklist xHfax 6ojroMRTo# 6afro[
Ororj]aJI reap eyypll7Icarl xaMr`aajlaTIT xl[fiqBr 6afix
®ariTIE,IH eproTr®]I 6orloH x3M7ro31133c xaMaaptl yzquprax 6ojloM2RToti 6aHx
HITP7 FTP, SMTP, POP3 and SMB 3ap3r ¢afirlyyz|blr TaHHH 6araIlraanyyTiax tlanBapTafi
6afix
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KOHTelrr myy7rryyp anllr`Tlax 6oTloM)Icrofi 6afix
AnnrlHKefimH yqffpq7Iara 6oJ[oH Hlyyurvyp xHfrH9r 6afix
SSL 6o]ioH IPSEC VPN zr3Munr 6afix
Cv]ne9HHffi ypcr`ar zp3p QoS xHfix 6onoMFTro# 6afax
CapBepHriH anaa7Ia7i T3t]i|83p"TI9x 6onoMrmori 6afix
CTuJro3HHfi araailail TBHI|B3pFT]13x 6ojloroFrrofa 6afix
Breach Detection System reDS/ cl4oreMT3fi cHHxpoH anclljl7Iar xapny apra x9M>Ic33 aBHar
6afix
Network Detection and Response /NDR/ xpvermlH arcrmjlapal` 6afix
High Availability /Active (Active, Active/ Passive) zpM3zczpr 6air
Hot thiieat monitoring xHfizpr 6afrr
yxaailar Policy assistant jpMxpgr 6afac
Policy aggregate 6yroy Poliey H3ITr`3x 6ojloM2RTofi 6afix
ARTOMaraap link switch xHriqpr 6ainc
RADIUS qllHaMHK TaHHH 6ararraanyyj[ailT xHriq3r 6a#x

ThHaprm v"n®J[T:
•      OTIOH yjlcE,IH an6aH ecHI,I ropT1117Iro3T9ri 6afix

•     HporpaM xaHTaMXHfiH."ueH3 oer-blH H3p zp3p 6afix
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2.    Eapan xyprox I.acap: OIoyHbl eMtlHfiH ra3pblH 6afip

EAPAAHLI HKArcAAjlT EA EAPAA HHm7Iyyjl3jITHml xyBAAPL

Ng TorlopxoinorlT ToomHPX3ra XBM-H9JX
TIII0X-zl3aacaH6apaal`XYprox

ELlroTapMHriH HOxu®TIHriH qaryy
roITOOcOH 6apaa HHrty]I9x

xyraL|aa
HHtryn3XxanrHfiH

HHinTi3x 3ucHriH
3ucHfiH Ipr

9XHHfinyraLpe
Xylauca

1 2 3 4 5 6 7
I Hllstone NGFW 2 IIhapx9T` Ony,1t,I r3pe3 6afiryyjlcHcac

A2600Subscription 3xunH#HTlquen3HinxanZTNAlicensefor25concurrentuser Ou"du2a3Pul{6aap xofim 30 xoHorT 6aTTaaH


