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WPMr3HWN HAC3XMIH YHASCHUA TOBUMH HUNTUAH YUNUNITTIIHUN
CYMK33HUNA FANT XAHA, CBUTY TOHOI TOXEOPOMXKYYAUUH
TEXHUKUAH TOOOPXOWNONT

EPOHXUHU 3YUN

OHaxXyy TexXHWKUAH Togopxonnontod MHYT-uAH HAATUAH YANYUNTI3HWA CYIMKSIHWIA ranT
XaHa, CBUTY TOHOI TEXEPeMXKYYAWMH Y3YynanTt, Huinyynard GairyynnarbiH YagaBxbiH
Tanaap TycracaH 6onHo.

EPOHXWUNA WWAAPLNATA

Hwianyynary Gairyynnara Hb TEXHUKUIAH TOLOPXOWMONTOL TycracaH YHOC3H Texeepemix
Bonox ranT xaHa, CBUTYHUA YANAB3pNardniiH anbaH écHbl TYHLWMAH apXxTaii OalHa.

HuiAnyynax ToHOr TexeepemXyyd Hb VYANLBIPMNarduinH TecT, TypwwunTtaac eep
3opuwynanTtaap awwurnargax 6anraaryin lWnMHa 6yTaargaxyyH 6anHa.

ToHor TexeepeMXyyaunH YANABapnarduiiH antad &cHbl TaHUNUYYNreir upyynax bereeg
aHrnu, MoHron xan a43ap 6aik 6onHo.

Huinyynary Hb TEXHUKWIAH 3eBnereer 24/7 Laxum 6onoH yTcaap erex 6onomxTol 6aiHa.

Canan 6onrox By ranT xaHa, CBUTY TOHOT TEX88POMXKYYAUMH 3acBap, YUNYUTaa yayynax
CCNA, CCIE cepTuthukaTTail 2-00C LOOLUNYIA MHXeHepTan 6arHa.

Canan 6onrox 6yl rant xaHa, CBUTY TOHOI TEX8ePeNXKYYLWAT CyypunyyrK xonboraox
TOXWNOProor XUWK X3BUWH axunnaraaHg oOpyyriK erHe.

Canan 6onrox OyW ranT xaHa, CBUTY TOHOI TEXEePeMKYYAUAH TOXUProo XUAX CypranTkIr
OpHO.

TEXHUKWUWH Y3YYNINT

Huinyynargax ranT xaHa, CBWUTY TOHOT TOXEepPeMXYYAWAH Y3yynanTyyauiar poop
Y3YYNC3HT3IN QyNLYYN3X acxyn TYYH33c 423w Baixaap UpyynHa.

TexeepemMxuiiH Waapaargax yayynant



3.2.1 ToHor TexeepeMXyya
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CyroxasHni
TOHOr
TOXEBPeMXK
frepen-1/

Type: Managed switch

Brand: Cisco C1000-24T-4X-L -Tail ayiuaxyiy

Uplink Interfaces: 4x 10G SFP+ uplinks

Ports: 24x 10/100/1000 Ethernet ports

Network management Interface: 10/100 Mbps Ethernet
(RJ-45)

Available PoE Power: None

MAC Address Table Size: 16K (default)

CPU: ARM v7 800 MHz

DRAM: 512 MB

Flash Memory: 256 MB

Switching bandwidth: FE: 12.8 Gbps 1G: 56 Gbps 10G:
128 Gbps

Forwarding Bandwidth: FE: 6.4 Gbps 1G: 28 Gbps 10G:
64 Gbps

Console ports: USB (Type-B), Ethernet (RJ-45)

Network security: Comprehensive 802.1X, 802.1X support
with Network Edge Access Topology (NEAT), IEEE 802.1X
user distribution, Ability to disable per-VLAN MAC learning,
Multidomain authentication, Authentication, Authorization,
and Accounting {AAA) command authorization, Access
Control Lists (ACLS), Port-based ACLs, SSH, Kerberos, and
SNMP v3, SPAN, TACACS+ and RADIUS authentication,
MAC address notification, MAC Authentication Bypass
(MAB) and WebAuth with downloadable ACLs, Web
authentication redirection, Multilevel security on console
access, BPDU Guard, IP Source Guard, SSH v2, Spanning
Tree Root Guard (STRG), Internet Group Management
Protocol {IGMP) filtering, Dynamic VYLAN assignment
SNTC-8X5XNBD Catalyst 1000 24 port GE, 4x10G SFP, LAN

CyrxasHui
TOHOT
TOXOOPOMXK
fTepen-2f

Type: Managed switch

Brand: C9200L-48PXG-4X-A-Tal gyAuaxyid

Uplink Interfaces: 4x10G PoE+, Network Advantage
Ports: 48-port 12xmGig, 36x1G

MAC Address Table Size: 82K (default)

Switching capacity: 392 Gbps

Forwarding rate: 291.66 Mpps

PowerSupply: Fixed redundant

Mean time between failures {hours): 337,360

C9200L Cisco DNA Advantage, 48-port, 1 Year Term license
SNTC-8X5XNBD C9200L 48-port 12xmGig, 36x1G, 4x10G
PoE

CyMKasHWiA
TOHOT
TEXOSPeMX
fTepen-4/

Brand: Cisco secure Firewall 3120 series-tai gynausxyiny
Summary:
Firewall 22G
FW+AVC+IPS 21 Gbps
IPS 21 Gbps
Cisco Secure Firewall Threat Defense
Throughput: FW + AVC (1024B): 21.0 Gbps

Throughput: FW + AVC + IPS (1024B): 21.0 Gbps
Maximum concurrent sessions, with AVC: 4 million
New Connections Per Second with, AVC: 170K




TLS (Hardware Decryption)1: 6.7 Gbps

Throughput: NGIPS (1024B): 21.0 Gbps

IPSec VPN Throughput (1024B TCP w/Fastpath): 10 Gbps
Maximum VPN Peers: 6,000

ASA Performance and capabilities:

Stateful inspection firewall throughput1: 22.0 Gbps
Stateful inspection firewall throughput (multiprotocol)2; 17.0
Gbps

Concurrent firewall connections: 4 Million

New connections per second: 500.000

Max. IPSec VPN throughput (450 Byte UDP L2L test,
ASA):10 Gbps

Maximum VPN Peers: 7000

Security contexts (included; maximum): 2; 100

High Availability: Active/active and active/ standby
Clustering: 8

Network modules 8 x 1/10G Options

Integrated Network Management Ports: 1 x 1/10G SFP
Serial port: 1 x RJ-45 console

USB: 1 x USB 3.0 Type-A (800mA)

Storage: 1x 900 GB, 1x spare slot

Fans: 2 hot-swappable fan modules (with 2 fans each)2
Rack mountable: Yes. Fixed mount brackets optional. (2-
post). Mount rails included (4-post E1A- 310-D rack)
Scalability: VPN Load Balancing

Centralized management: Centralized configuration,
logging, monitoring, and reporting are performed by Cisco
Security Manager or alternatively in the cloud with Cisco
Defense Orchestrator

Adaptive Security Device Manager: Web-based, local
management for small-scale deployments

Cisco Secure Malware Analytics: Available

URL Filtering: Number of Categories: More than 80

URL Filtering: Number of URLs categorized: More than
280 million

Automated Threat Feed and IPS signature updates: Yes:
class-leading Collective Security Intelligence (CSI) from the

Automated threat feed and IPS signature updates: Yes:
class-leading Collective Security Intelligence (CSI) from the
Cisco Talos Group
{hitps:/fwww.cisco.com/c/en/us/products/security/talos.him!)
Third-party and open-source ecosystem: Open API for
integrations with third-party products; Snort® and OpenAppiD
community resources for new and specific threats
High Availability & Clustering: Active/active,
Active/standby. Cisco Secure Firewall 3100 Series allows
clustering of up to 8 chassis
Cisco Trust Anchor Technologies: Secure Firewall 3100
Series platforms include Trust Anchor Technologies for
supply chain and software image assurance. Please see the
section below for additional details
Temperature: nonoperating: -4 to 149°F (-20 to 65°C)
Safety:

e UL 62368-1

¢ CAN/CSA-C22.2 No. 62368-1

e EN 62368-1




IEC 62368-1
IEC 60950-1
ASINZS 62368-1

o GB4943
License: Cisco Secure Firewall 3120 TD, AMP & URL
Filtering, SNTC-8X5XNBD Cisco Secure Firewall 3120
NGFW Applianc - 6aix xyrauaa 1 xun

4. XYN33H ABAX

4. 1. HulAnyynard Tan Hb TEXHUKWIAH y3yynanTuiar OypaH XaHracaH papaax 3yWncuir XynaanraH

erHe. YyHi
Too
Ne Hap [KMPX3T
1 | CyrkaaHuii ToHOTr Texeepemx /Tepen-1/ 3
2 | CyIpkasHni TOHOr TeXeepemX /Tepen-2/ 1
3 | CymkaaHn TOHOr TOXeapemx /Tepen-4/ 1

4.2, NHEl-bIH gaprbid Tywlaanaap TOMWIOFGCOH &XWN XyNasH aBaxX KOMWUCC Hb TeXHWUKUIAH
TOAOPXOWNONTBIH Garyy TEXHUKUIAH y3yynant GonoH wx Gypanuir lwanrak, axur XynasH
aBax aKTbIr yingcaHaop Gapaar XynaaH ascaHf TooLHO.

4.3, Bbartanraar saceapkiH xyrauaa Hb @XWN XyhA33H aBax KOMWUCC rapbld yoor 3ypX, XynasH
aBcaHaac xon 12 cap BanHa.

4.4, Avaar xyprax uar: praHnii HACIXMAH YHAICHUIA TEB.
TexXHUKNIUH TOOOPXOHAIONT O3NTr3aCc3H:

Wprannin HUCAXNIAH YHOSCHWIA TEBWIAH
Yingeaspnan, yAn4unrasHui ra3pel-
EPeHXUA MEHeXep;

A

3. OHXMBeHX

WpraHni HUCAXUH YHAICHUIA TOBUIAH
Magasanan TEXHOMOTMAH X3MTCHMAH NporpamMm

XaHramM>KuiiH axnax nHxeHep; W L.Man-3pasHs

“XYL Aapmar” TepuiiH Oyc

GairyynnarbiH Tapryy-,

{TOXMPONLICOHOOP); )ﬂJ% 7 A.SHxcalxaH
“CaTtran 3y cyganraa, Ms3sniviid Tes”

TepwiiH Byc BanryynrarsiH rwyyH,

(TOXMponLUCcoHoOop); B.laraaH

Wprasnit HUC3XMAH YHO3CHWUIA TEBUH, XBpeHre

opyynanTt, saxuanaryuiti anbaHsl Xyganga
aBax axunnaraaHb! TacrMitH MapraXunTaH, W 3.Yarra

YnaaH6aartap xot 2024 o



