
MOHrOJl YJIChIH X0DKJIHHH EAHK 

M3,D;33JIJIHHH AIOY Jlf'YH 1>AUAA1>m 3M33r li�JILIH YH3.Jir33, 
H3BTP3JITHHH IDAJir AJIT XH.HJil'3X A)KJil,ffi )(AAJil' ABAP 

MoHron YJICbIH xenKJIHHH 6aHKHbI 2024 OHbI 6apaa IDKHJI, yMJiqHJir33 xy,uan)].aH aBax TeJieBJiereeH)]. 
rycrar)].aH 6arnar)].CaH 6aHKHbl KH6ep ruoynrytt 6aH,llJ]blH 3M33r 6att)].J1blH y H3Jlf33, H3BYp3JITHHH lllaJifaJIT 
XHHJir3x IDKJibIH xyp33H.ll )].apaax IDKJibIH )].aaJiraBphir 6onoBcpyynaH xypryymK 6ai1Ha. YyH.ll: 

• EaHKHhl KH6ep moynryii 6att)].J1bIH 3M33r 6aH)].JlbIH yH3Jir33r xon6or)].OX xyynh TOITOOM)I(, .llYP3M
�paM HMHU:YYJI3H XHH)I(, 30BJI0M)I( ,uyrn3JIT raprax.

• M3)].33JIJIHHH TeXHOJIOrHHH CHCTeM, )].3.[{ 6ym;HHH HYYLVIaJI, 6yp3H 6ynu 6aH.[{aJI, xypT33M)l(T3H
6aH.[{aJITatt xon6ooTOtt 3pcmnyym1iir HJipyymx, yH3mx, 3pcmm3c xaMraanax apra X3M)l(33HHH
30BJI0M)I( raprax.

• H3BYp3JITMHH lllaJiranT, 3pC)].3JIMHH YH3Jir33r XHH)I( ryHU:3IT3X uap xyp33, uapniiBqHJicau a)l(JlbIH
T0JI0BJiereer 3axmUiarqrnii 3U3CJI3H TOXHpOJIU:OH IDKJiblf 3XJIYYJIH3.

• M3.ll33JIJIMHH a10ynryii 6aH)].JlhIH H3BYp3JITHHH lllaJiraJIT, 3pC.ll3JIHMH yH3nr:nr XHH)I( ryttU:3Tr3x u.ap
xyp33HA )].apaax 3yiinc11ifr 3aMJilllrytt 6arraaHa:

o 0HeernHH 6att)].aJI.ll 6ne )].aacaH 60)].HT YH3Jir33 erex,
o 3M33r cyn 6att}laJI, u:oopxoifr 11npyyJI)I( apttnrax apra 3aMhtr To.n,opxoHJiox,
0 MAE-hIH 3pC)].3JI33C yqpax XOXHpJibJr 6aracrax, 
0 H3BYp3JIT, TaHMJIT, 6aTaJifaa)K)')'JiaJITblf ymmx, 
o JlorHHH y,uHp)].JlarbIH .l01HaJIT xnux, YH3JI3X,
o Eawryynnarhrn YH.llC3H CMCTeM .!l33p H3BYp3JITMHH lllaJifaJIT x11ifx,
0 H3BYp3JITHHH lllaJifaJIThlf aBTOMaT 6oJIOH rap apraap f3C3H xoep aprhlr xocJiyyJiaH XHHX, 
o B36caiiT, API cepBMCMHH M3)].33JIJIHHH a10ynryii 6aH,llJihIH H3BTp3JITHHH lllaJiraJITbir xHiix
0 <l>M3MK aJOyJirytt 6aH)].Jlblf YH3Jl3X 

• CyJI)K33HHH a10ynryii 6aH.[{aJI
• CepBepniiu aJOynryi1 6aii)].an
• M3)].33JIJIHHH Texuonorniiu JJ.3.!l 6yYUHHH xaMraanar)].CaH 6aH)].J1bIH lllHH)l(MJJf33 XHHX

• KH6ep aJOynryi:i 6aH)].J1blf 3pC.[{3JIHHH q11rn3m3p xapey apra X3M)l(33 TO,!lOpXOMJIOX, 3M33r 6aH)].JlblH
.[{3JJr3p3ttryi:i M3A33J13J1, 3acBapnax aJIXMYY.llbIH M3.!l33JI3J1, 30BJ10M)I( M3)].33JI3n erex,

• ryi1U3Tr3C3H IDKJiaac OJI)I( aBcaH 6aiiryynnarbIH M3)].33JIJJHHH HYYU.bir xa}lranax, xaMraanax 6aTanraa
rapra)I(, r3p33 6aiiryynaH IDKMJinax,

• Xnttr.[{3X a)l(J]bIH xyrauaaH,u 6aifryynnarbIH yMJI IDKMJinaraaH)]. )].OroJI}lon yycr3xryiir33p a)l(Jlblf
ryHU.3Tr3X,

• M3)].33J1JIHHH aJOynryi:i 6aH)].J1bIH, KH6ep aroynryu 6aH)].JlblH 3pCJl3J1HHH xapey apra X3M)l(33HHH
cypraJITbir xon6or,uox M3pr3)1(MJITHYY.ll3.ll XHHX,

M3A33JIJIHHH aroymyii oaii)].JiblH 3pCA3JIHiiH YH3JI03, H3BTp3JITHiiH maJiraJIT xuiix cucTeMyyA: 

)'{!! Tepen C11cTeM 
1 Core banking system security 

-

2 System/Server Security Database security 
-

Active Directory 
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3 Email server 
4 Endpoint 
5 Web servers 
6 Physical, Virtual servers 
8 API 
9 Firewalls 
10 Intemet/LAN/W AN, DMZ, Intranet 
11 VPN audit, Network design architecture 
12 

Network Security 
Remote access 

13 External connections 
14 Antivirus system and update/patch management 
-

15 Wireless (BYOD) 
16 SMB 
17 

Authentication and Access control 
Authentication for remote users (VPN, IPSec) 

18 Password policy, Kerberos, NTLM 

• A)i{UJI ryiiQ3Tr3X 6ar Hh 3 6a T\'YH33C )],33Ill rHillYYHMM 6yp3M3XYYHT3H 6aiix 6eree)], rnlllyy,lJ, TYXattH

6aiiryynnara,l], cyyJIHHH 6 cap rncpanuyii a)KUJIJiacaH ytt,lJ,C3H a)KUJITaH 6ai1Ha. 
• TecJIMHH xyraQaaHbI 50-c )],OOUJrytt xyBh,lJ, MYXE-HhI 6aiipaH,lJ, 8.)KUJIJiax.
• EamiiH ronnox mlllyyH CISSP 3CB3JI OSCP ceprnclrnKaTTaii 6aiix.
• EamiiH 6yca,l], mlllyy,lJ, CISA, CEH, PenTest+, OSEP, OSWE, CPENT onoH ynchIH cepT11cli11Karyy,lJ,hIH

aJih H3rnttr 333MlllC3H 6aiix. 

• CyynHttH mr »<:HJIHHH xyraQaaH,l], HmUJI T0CTIH a)KHJI ryttQ3Tr3C3H 6anx.
• r3p33 6anryynar,l],cattaac xonlll amnhIH 25 xouorr 6arraaH ,l],apaax TaHJiaHryy,lJ,hir Mottron, AnrnH X3JI

)],33p foJITr3H 11pyynm. YyH)].: 

0 KH6ep aioynryn 6att)],JlblH 3M33r 6aH,l],JlblH YH3Jir33HHH )],3Jir3p3Hryn TaHJiaH 

o M3)].33JIJIHHH cHcTeMyy,lJ,3)], XHHC3H H3BTP3JITHHH IllaJiraJIThIH TaHJiaH /cHcTeM rye 6yp33p/

0 H3r)],C3H ,lJ,yrH3JIT, QaalllH)], aBax apra X3M»c33HHH 30BJI0M»c.

,l1;33pX TeXHHKHHH TO)],OpXOHJIOJITblH ,l],aryy 8.)KHJI ryttQ3Tr3X 6aiiryynnarbir xon6or,l],OX XYYJib TOITOOM»c, 

mypMbIH ,l],aryy 2024 OHbl 11-p capbIH 30-H)], 6arraaH COHrOH UJaJirapyynaJITbff 30XHOH 6aiiryynm erne yy. 
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